MHPOPMALMOHHAA MAMATKA
AnA obYYAKOLWKMXCA ANA PASMELLEHUA
HA O®OULUNAJIbHbIX MUHTEPHET-PECYPCAX

C KaXXIbIM T'OJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, @ MIKOJIBHUKH OJJHU U3 CaMBIX
aKTHBHBIX Tmoyb3oBaTened Pynera. Mexay TeMmM, DNOMHMMO OrPOMHOIO  KOJMYECTBA
BO3MOKHOCTEH, MHTEPHET HECeT M MpoOJIeMbl. DTa MaMsATKa JOJDKHA IOMOYb TeOe Oe30macHo
HAXOJ/IUTHCS B CETH.

KomMnbrorepHbsle BUPYCHI

KomnbroTepHblil BUpYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MpPOTrpamMM, OTIUYUTENILHOU
0COOEHHOCTBIO KOTOPOH SBISETCS CIIOCOOHOCTh K PAa3MHOXKEHHIO. B nomonHeHue x 3TOMYy,
BUPYCBl MOTYT MOBpPEAMTb MM IIOJHOCTBIO YHUYTOXUTh Bce (Gailliel W  JaHHbIE,
MIOJIKOHTPOJIBHBIE TOJIB30BATEIN0, OT UMEHHU KOTOPOTo OblIa 3aIyleHa 3apa)KeHHasi IporpamMmma,
a TakXe IMOBPEIUTh WIM JlaXKe YHUUYTOXKUTh OINEPALMOHHYIO CHCTEMY CO BceMHu (aiimamu B
1esoM. B G0obIIMHCTBE CllydaeB pacpOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTob! 3aIUTHl OT BPEAOHOCHBIX POrpaMM:

1. Mcrionb3yit COBpeMEHHBIE OIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhe3HBI YPOBEHD 3aIIUTHI
OT BPEJJOHOCHBIX IPOTPAMM;

2. TloctosiHHO ycTaHaBnmuMBaidW mauyTH (IUQPOBBIE 3alIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAQHABJIMBAIOTCS C 1E€NbI0  J0pa0OTKM MporpaMMmbl) M JApyrue OOHOBIIEHUS CBOEH
oreparmoHHo# cuctembl. CkaunBail UX TOIBKO ¢ odummansHOTro caiita pazpadorunka OC. Ecmu
CYIIECTBYET PEKHM aBTOMAaTHUYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IOJ1 IIpaBaMH I0JIb30BATENs, a HE aJIMUHHUCTpAaTopa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM MHCTAJIIMPOBATHCS HA TBOEM NEPCOHATBHOM
KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE NPOTPAMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3HYECKHH JOCTYN K KOMIIBIOTEPY IS TIOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHeUIHME HOCHUTEIM HH(pOpMaluW, Takue Kak ¢iemka, AUCK Wian dain u3
UHTEpHETA, TOJIKO U3 MPOBEPEHHBIX HICTOUHUKOB,

7. He oTkpeIBali KOMIBIOTEpHBIE (HAMIIbI, TIOTyYeHHBIE U3 HEHA/ICKHBIX MCTOYHHKOB. [laxke Te
(ailsbl, KOTOpPbIE MTpUCIAT TBOM 3HAKOMBIH. JIyuIlle yTouHU y HEro, OTIPABIISIL JIM OH TeOe uX.
Ceru WI-FI

Wi-Fi - 3T0 He BuJ mepenaun TaHHBIX, HE TEXHOJOTHS, a BCEro UMb Opena, mapka. Eme B 1991
rofy HuUAepiaHjackas KommnaHusi 3apeructpupoBasia Openn "WECA", uyrto 0003Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "0ecrpoBoiHasi TOUHOCTB'.

Jlo Hamero BpeMeHH JonuIa apyras abOpeBHaTypa, KOTopas SBISETCS TaKOW e TEeXHOJOTHEH.
Orto abbOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO aHO C HAMEKOM Ha CTaHIApT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B mepeBose o3Havaer "BbICOKasi TOUHOCTH".

Ja, OecrmyiaTHBI MHTEpHET-IOCTYN B Kade, OTensIX M a’dponopTax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEPTHI CUUTAIOT, YTO 00IIeaocTymHbIe Wi-
Fi cetu He sBNsAIOTCS 0€30MACHBIMU.

CoBeTsl 110 6€30MacHOCTH pabOTHI B 00IIETOCTYIHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro nuunyto uHpopmarmio depes3 obmenoctynasie Wi-Fi cetu. Pabotas B
HUX, JK€JIaTeIbHO He BBOJUTH MIAPOJIM JOCTYIIA, JJIOTMHBI U KaKUEe-TO HOMEpA;

2. Hcnone3yil u OOHOBIISIH aHTUBUPYCHbIE HporpamMmbl U Opanamayep. Tem cambIM Tl
obe3omnacuiib ce0st OT 3aKa4Ku BUPYyca Ha TBOE YCTPOMCTRO;

3. Ipu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuto "OO6mwmit noctyn kx ¢aiinam u npuntepam'.
JanHas QyHKUMA 3aKpbITa 110 YMOJYAHUIO, OJIHAKO HEKOTOPBIE I0JIb30BATEIN AKTHUBUPYIOT €€
JUTs yI0OCTBa MCIIOIB30BaHMS B paboTe uiu yuebe;

4. He ucnons3yit nyomuunsii WI-FI s nmepenaym JTMUHBIX JaHHBIX, HAlPUMEpP JJIs1 BBIXOJIA B
COLIMAJIbHBIE CETH WU B 3JICKTPOHHYIO MOUTY;



5. Ucnonb3yit Tosbko 3amumieHHoe coenuHenue uepes HTTPS, a ne HTTP, t.e. mpu HaGope
BeO-aapeca BBOAM uMeHHO "https://";

6. B mo6unsaOM Tenedone otkmoun ¢ynkuuio "lloakmouenne k Wi-Fi aBromatuuecku". He
JIOTTyCKall aBTOMaTHYECKOTO MOAKITIOYEHUS yeTpoiicTBa K ceTsaM Wi-Fi 6e3 TBoero cormnacwusi.
CouuanbHble CETH

ConasibHble CE€TH aKTHBHO BXOAST B HaIly KH3Hb, MHOTHE JIOAM PaOOTalOT W KUBYT Tam
noctostHHO, a B Facebook yxe 3apeructpupoBaH MUITMAp]] YEIOBEK, YTO SIBISIETCS OJHOU
CebMOM BCEX JKUTEJEeH IIaHeTbl. MHOTHE TOJb30BaTeId HE TOHMMAIOT, 4TO HHGOpMAIus,
pa3MeleHHass UMH B COIIMANIBHBIX CETAX, MOXKET ObITh HalJJleHa ¥ UCIOJIb30BaHA KEM YrOJHO, B
TOM YHCJI€ HE 0053aTeNbHO ¢ OJIarMMU HaMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€30M1aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannub CUCOK Jpy3eil. Y TeOsi B APY3biX HE JOJDKHO OBITh CIy4alWHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amumniaii CBOI YacTHYIO kM3Hb. He ykaspiBail maposu, TejaedoHBI, aapeca, JaTy TBOETO
POXJIEHUS U JAPYI'YIO0 JTUYHYIO WHGOpMAIMIO. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIB30BaTh JaXke
HMH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTENHN IUTAHUPYETE IPOBECTH KAHUKYJIbI;

3. 3ammimai CBOIO PEMyTalHIO - JIEPKUA €€ B YHUCTOTE M 3agaBail ceOe BOMPOC: XOTeT OBl THI,
YTOOBI JApPYrHe MOJIb30BATENH BHJIEIH, YTO Thl 3arpyxaemb? [logymaii, mpexae 4yeM 4YTO-TO
OIy0JIMKOBAaTh, HATIMCATh M 3aTrPY3UTh;

4. Ecnu TBl TOBOPHIIb C JIOAbMHU, KOTOPBIX HE 3HACUIb, HE HUCIOJb3YHl CBOE pealbHOE UMS U
JPYTyI0 THYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEILCTBA, MECTO Y4eObl U Ipoyee;

5. Uzberaii pazmemnienus ¢ortorpaduii B MHTEpHETE, TA€ THI M300pak€H HAa MECTHOCTH, IIO
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpanmuu B COIUANBHON CETH HEOOXOAUMO HCIOIB30BaTh CJOXKHBIE IapOIH,
cocrosue u3 OykB ¥ U(dp ¥ ¢ KOJTUIECTBOM 3HAKOB HE MEHee &;

7. JInst coumanbHOM CeTH, MOYTHI U IPYTHX CAaTOB HEOOXOAMMO HCIOIb30BaTh Pa3HbIe MApPOIIH.
Toraa ecnu Te6s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OHOMY MECTY, a
HE BO BCE cpasy.

DIIEKTPOHHBIC JIEHBI U

DNEKTPOHHBIE JEHBIM - O5TO OYEHb YAOOHBIH CHOCOO TMIaTeked, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIU.

DJNIEKTPOHHBIE JEHBI'M TMOSBUJIUCh COBCEM HEJABHO M HMMEHHO U3-32 3TOIO0 BO MHOTHX
rocyapcTBax 70 CUX IOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, I/Ie UX pa3leisioT Ha
HECKOJIbKO BHUJIOB - aHOHUMHbIE U HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercs MPOBOAUTH oOnepauuud 0e3 WACHTU(HUKAIMKU [0JIb30BaTeNs, a B
HEaHOHMMHBIX UACHTU(PUKAIUS TOJIb30BaTENs SBISETCS 0053aTEIbHOM.

Taxoke ciaenyeT pa3nuyaTh 3JEKTPOHHbBIE (PHATHBIE TEHBIU (PaBHBI FOCYJapPCTBEHHBIM BAIIOTAM )
U DJIEKTPOHHbIE HE(QHUATHBIE IEHbI'H (HE PaBHbBI TOCYJapCTBEHHBIM BAJIIOTAM).

OcHOBHbBIE COBETHI 110 6€3011aCHOM paboTe ¢ IEKTPOHHBIMU JCHbIaMHU:

1. IpuBspku K cyery MOOWIBHBIM TenedoH. DTO caMblii yIOOHBII U OBICTPBIM crOCO0
BOCCTAHOBUTH JOCTyNl K cyery. llpuBs3aHHblii TenedoH MOMOXKET, eciau 3a0ynenb CBOU
IJIATEKHBIN MMApOJIb WM 3aielIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit onHopazoBbie naposu. Ilocie nepexona Ha yCHIIGHHYIO aBTOPU3ALIUMIO TeOe yxke
He Oy/IeT yrpoKaTh ONACHOCTh KPaky WJIH MepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxsbiii maposb. [IpectynmHukam OyneT HE NMPOCTO yrajnaTh CIOXKHBIM Mapoib.
Hapnexxuble maposiu - 3TO mapoju, KOTOpble CoJAepKaT He MEHee 8 3HAKOB U BKIIOYAIOT B ceOs
CTPOYHBIE U TPONHUCHBIC OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HAK J0JUIapa,
(¢ yHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEIIb.

DJIEKTpOHHAA 1MoYTa



ONEeKTpOHHAsl MOYTa - 3TO TEXHOJIOTHS U IPEAOCTABISIEMBIE €0 YCIYTM IO NEPECBUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOLIEHHUM, KOTOpbIE pacCHpelessiioTCsl B KOMIBIOTEPHON CEeTH.
OO6b19HO AJIEKTPOHHBIN IIOYTOBBIN AIIUK  BBITJSIUT CJIEIYIOILUM o0pazom:
UMs_TIOJIb30BaTeNsI(@uUMs_JloMeHa. Taxke Kpome mepeladyd NpocTOro TEKCTa, HMEeeTcs
BO3MOKHOCTb Ie€pe1aBaTh (panibl.

OcHOBHBIE COBETHI IO 0€30TacHON padoTe ¢ ANEKTPOHHON TTOUTOM:

1. Hamo BBIOpaTh NpaBUJIBHBIM IOYTOBBIA cepBUC. B HMHTEpHETE €CThb OTrPOMHBINA BBIOOP
OecrIaTHBIX MMOYTOBBIX CEPBHUCOB, OJAHAKO JIyYIlle JOBEPSATh TEM, KOrO 3HAellb U KTO MEPBBI B
pEUTHHrE;

2. He yka3piBaii B JMYHOW TMOYTE JHYHYIO wHHPopManuio. Hampumep, mydine BbeIOpaTh
"My3bIKaJIbHBIN _(aHaT@" nnn "pok2013" BMecTo "temal3";

3. Mcnonb3yi ABYXA3TAllHYI0 aBTOPHU3AIMIO. DTO KOT/a MOMHMO MapoJisi HY’KHO BBOJUTH KO,
npucbUIaeMbli o SMS;

4. BeiOepu CI0KHBIN Taposb. JJIg KaXI0ro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOW HAJE)KHBIM,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Eciu ectb BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC, HCHOJB3YH ATy
BO3MO>KHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SAMIMKOB. [lepBbIil 111 4acTHOM NMEPENUCKH C aJpecaTaMy,
KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBINA a/ipec HE HaJ0 MCIOJIb30BaTh IPHU PErUCTPALIUU Ha
dhopyMmax u caitTax;

7. He oTkpeiBail (aiisibl U Apyrue BIOXKEHUS B MUChbMaX, JaKe €CJIM OHH MPUIILTH OT TBOUX
npysei. Jlydie yTouHu y HUX, OTIIPABIISUIN JIH OHU TeOe 3TH (haiiibl;

8. Ilocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBHUCE IEPE] 3aKPHITHEM BKIAIKU C CAalTOM HE
320y HaXkaTh Ha "BeiidTi".

KubepOymauHr uim BUPTyalbHOE U3/1€BATEIIbCTBO

KubepOynnuHr - mpecienoBaHue COOOUICHUSIMH, COAEPXKAIIMMU OCKOPOJIEHUS, arpeccuro,
3aIyrUBaHKe; XYyJIUTAHCTBO; COIMAIbHOE OOHKOTHPOBAHHE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEpBUCOB.

OcHoBHBIE COBETHI 110 00pbOE ¢ KNOEPOYIIIMHIOM:

1. He 6pocaiics B 60i. Jlyummii cioco6: mocoBeTOBAaThCSA Kak ceOsl BECTH U, €CJIM HET TOro, K
KOMY MOXXHO OOpaTuThCS, TO BHAYaje YCHOKOUThCSA. Eciaum Thl HayHelmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHMSI, TO TOJIBKO eI1le OOJIbIIe Pa30iOKelTh KOH(DIUKT;

2. Yopasinsii cBoell kubeppemnyTaimei;

3. AHOHMMHOCTb B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XYyJIMTaHCKHM 00pa3 BUPTYyanbHOH kHU3HU. MIHTEpHET (UKCUPYET BCE TBOU
JNEUCTBUSI 1 COXPAHSIET UX. Y JAINTh UX OYJET KpaiHe 3aTPyIHUTEIBHO;

5. CoGmroziait cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. UrHopupyit eauHuuHblii HeraTuB. OIHOPA30Bble OCKOPOUTENBHBIE COOOLICHMS JIydllle
UrHopupoBaTh. OOBIYHO arpeccust MPeKpaIlaeTcsi Ha Ha4YaJIbHOW CTa/lny;

7. Ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMU, B COITHATBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKUPOBKHU OTIPABKH COOOILEHH C ONPEeICHHBIX aJPECOB;

8. Eciu T cBUIETEnh KHOEpOyIMHTa. TBOM NEUCTBHSA: BHICTYNUTH MPOTUB MPECIIeI0BATENS,
[I0Ka3aTb €My, YTO €ro JAECMCTBUsS OLIEHHMBAIOTCS HETAaTHUBHO, IOJAJEP)KAaThb KEPTBY, KOTOPOMH
HY’)KHa TICHXOJIOTUYECKasi MOMOIlb, COOOUIUTh B3pOCIbIM O (haKTe€ arpecCUBHOTO MOBEJIEHHUS B
CeTH.

MooOwibHBIN TenehoH

CoBpemenHble cMapT(HOHBI U IUIAHIIETH COAEP)KAT B ceOe BIOJIHE B3pOCIHbIA (YHKIHMOHAT, U
TElepb OHM MOIYT KOHKYpHUPOBaThb CO CTallMOHAPHBIMM KommbroTepaMu. OpHAKo, CpeiCTB
3aIUTHI JJIs1 TOJOOHBIX YCTPOWCTB MOKa OYEHb Majio. TecTHpOBaHUE M TOUCK YSI3BUMOCTEH B
HUX TPOUCXOJIUT HE Tak MHTeHCUBHO, kak ais IIK, To ke camoe kacaeTcss U MOOMIIBHBIX
MIPUIIOKEHUN.



CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAKTUYECKH JIOTHAIN HACTOJbHbIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHAIA BICUET 32 COOOM OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.
Jlaneko He BCe NPOM3BOAUTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOLINE KPUTHUECKUE
YS3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /J1s1 0€30MaCHOCTH MOOMIIBHOTO TeJedoHa:

Huyero He sBnsercs mno-HacTosimieMy OecriaTHBIM. bynp ocTtopokeH, Beap Korjga Tebe
IpeUIararoT OecraaTHbIi KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKME-TO TUIATHBIE YCIYTH;
Jymaii, mpexxae yem ornpaButh SMS, ¢orto mwim Buzneo. Thl TOYHO 3Haelb, i€ OHU OyayT B
KOHEYHOM UTOre?

Heo6xoaumMo 0OHOBIATE OMEPaIMOHHYIO CHCTEMY TBOETO cMapTQOHa;

Hcnonb3yit aHTUBHPYCHBIE POTPAMMBI JJ1s1 MOOMIIBHBIX TeIe(hOHOB;

He 3arpyxailli npuaokeHHUS OT HEU3BECTHOTO MCTOYHHKA, BEJb OHU MOTYT COJEpKaTh
BPEIOHOCHOE TPOTrpaMMHOE 00ECTICYCHHUE;

[Toce Toro kak ThI BBIMACIIH C CaiTa, TJI€ BBOJIWUJ JIMUYHYIO HH(POPMAIIUIO, 3211 B HACTPOUKHU
Opay3epa u ynanu cookies;

[leproanuecku MpoBepsii, KAKKUE IUIATHBIE YCIYTH aKTHBUPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBOii HOMEp MOOWJIBHOTO TeneoHa TOIBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEPSCID;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOT/Ia Thl MM HE Toyb3yembes. He 3a0biBail mHOTIA
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIe OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pa3BIeUeHUs, 00bEeINHSIONINE
COTHH ThICSY YeJIOBEK MO BceMy MHpY. Urpoku vccneayroT JaHHbIH UM MUp, OOLIAtOTCS pYT C
JIPYTOM, BBINOJHSIOT 3aJaHUsl, CPAKAIOTCSA ¢ MOHCTPAMHU U IOJIy4alOT ONBIT. 3a yJIOBOJBCTBUE
OHH IUIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT A0OHEMEHT WU NMPUOOPETAIOT KaKUE-TO OMIIUH.

Bce st cpencTta uayT Ha Mojajep’KaHUE M Pa3BUTHE MIPHI, a TakKe Ha caMy 0€30MacHOCTb:
COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPH3AIIMHU, BBITYCKAIOTCS HOBBIC NAaTydl (HHU(POBBIC 3aIIaTKH
JUIS IPOTPaMM), 3aKPbIBAOTCS YA3BUMOCTH CEPBEPOB.

B noaoOHBIX Urpax CTOMT omacaTbCsl HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO KpPayKd TBOETO
napoJisi, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3alUK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOET'O UTPOBOTO AKKAYHTA!

1. Ecu npyroit urpok Beaer ceds IIoXo MM co3faeT TeOe HeNpUSATHOCTH, 3a0JOKUPYH ero B
CIIUCKE UTPOKOB;

2. Iloxanyiics agMUHUCTpAaTOpaM HWIPbl Ha IIJIOXOE IIOBEJEHUE ATOIO0 MIPOKA, JKEIATEIBHO
MPWIOKUTH KaKHE-TO I0KA3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3piBaii TuuHyI0 HHPOpMaLMIO B Tipodaiisie Uurpsl,

4. YBaxkail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycTanaBnuBaii Heo(pHUIHAIbHbIEC TATYH U MOJIBI;

6. Mcnonb3yil clokHbIe U pa3Hble apoJiy;

7. Jlaxke BO BpeMsI UI'Pbl HE CTOUT OTKJIHOYaTh aHTUBHUpYC. [Ioka Tl urpaenib, TBO KOMIIBIOTED
MOTYT 3apa3uTh.

QUILIMHT UM KPayKa JIMYHBIX TaHHBIX

OObIuHON Kpakell JeHer U JOKYMEHTOB CErOJlHs YK€ HHUKOIO HE YAMBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOTUN  3JIOYMBIIIJIEHHUKHA IEPEMECTWINCE B HMHTEPHET, M IMPOJOJIKAIOT
3aHUMATHCS "ITFOOUMBIM" 1EJIOM.

Tax nmosiBUIack HOBast yrpo3a: HHTEPHET-MOILICHHUYECTBA WM (DUILHUHT, TJ1aBHAs LEJIb KOTOPOTrO
COCTOUT B NOJYYEHUU KOH(DUIEHIMAIbHBIX JaHHBIX I10JIb30BaTEIEH - JOrMHOB U naposeil. Ha
aHrauiickoMm si3pike phishing unraercss kak ¢uummar (ot fishing - peiOnas nosins, password -
apoJib).

OcHOBHBIE COBETHI O OOPHOE ¢ HUIIMHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, 4YTo TBOSI aHKETa Oblja B3JIOMaHa, TO
He00X0IMMO 3a0JIOKHpPOBaTh €€ U COOOUIUTHh aAMHHHCTpATOpaM pecypca 00 3TOM Kak MOXHO
CKOpEe;

2. Ucnonw3yii 6e30macHpie Be0-CalThl, B TOM YHCIIC, HHTEPHET-MAara3nHoOB U TOMCKOBBIX CHCTEM;
3. Hcnonp3yil cioxxkHele W pas3Hble mnapoiu. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0si B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBICHBI Y T€OS B IPY3bsiX, O TOM, 4TO T€Os B3IIOMAIH M, BO3MOXKHO, OT TBOEro HMEHHU OyJieT
pacchuIaThCs CllaM M CCHUIKHM Ha (PUITUHTOBBIE CANUTHI;

5. YcranoBu HagexHbIH maposb (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKIII0YM COXpaHEeHUe mapoJsi B Opaysepe;

7. He oTtkpeiBaii (ailsibl 1 Ipyrue BIOKEHUS B MUCHhMax, JaKe €CJIIM OHW TPHIILIA OT TBOUX
npysei. Jlydie yTouyHu y HUX, OTIIPABIISUIN JTH OHU Te0e 3TH (haiibl.

udposas penyrarus

[udposas permyramust - 3TO HeraTHBHAs WM TO3UTHUBHas HMHQOpManus B ceTd o Tebe.
Kommpomerupytomas nHdopManius, pa3MenieHHas B WHTEPHETE, MOXKET CEPbEe3HbIM 00pazoM
OTpa3UTbCs Ha TBOEW peanbHOW )u3HU. "Lludposas penmyranus" - 5TO TBOM UMHJK, KOTOPBIN
dhopmupyetcs u3 HHPOpMaIHK O TeOe B HHTEPHETE.

TBoe MecTo >KHUTENbCTBa, y4eObl, TBOE (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorre MOIPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYONUKAIMM JUYHOW WHpOpMalud B
WuTepHere, He mOHUMAas BO3MOXKHBIX MOcieACTBUN. Thl 1a)ke HE CMOXKEIIb JOTagaThCsl O TOM,
4to (oTorpadusi, pazMemieHHas 5 1eT Hazal, cTajla MPUUIMHON 0TKa3a MPUHATH Te0s Ha padoTy.
KomMmenTapuu, pazmenienue TBoux Gororpaduil u Ipyrue AeHCTBHUS MOTYT HE UCUE3HYTh JaxKe
Mocjie TOTo, KaK Thl X YAAJTUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty WH(GOPMAIHIO, TIOTIANa JIA
OHAa B TIOMCKOBBIE CHCTEMbl M COXpaHWJIACh JHM OHAa, a TJaBHOE: YTO MOAyMalT O Tebe
OKpY’KalolIue JIOAH, KOTOPBIE HAMIyT W YBHIAT 3TO. HaifTn mHpOpMamnio MHOTO JIET CITYCTSI
CMOJET JII000N - Kak M3 JNOOpBHIX MOOYXKIACHHM, TaK U ¢ HaMEpeHHEeM NPUYMHHUTH Bped. ITO
MOXET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pPEIyTaINH:

1. Ilogymaii, pexie 4em 4To-To MyOIMKOBATh U TIEpeIaBaTh y ce0si B OJI0re WK B COLIMAIBHON
CceTH;

2. B mnacrtpoiikax npo¢uisi yCcTaHOBHM OrpaHMYEHUS Ha MPOCMOTP TBOETO Mpoduis u €ro
COJZIEP’)KUMOT 0, CIIeail ero TOJIbKO "I apys3en';

3. He pa3memaii u He yka3biBail MHGOPMAIUIO, KOTOpash MOXKET KOTO-THOO OCKOPOJIATH WIIH
00MXKaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJIBHUKMA - aKTHBHBIE IOJb30BaTENIM LU(GPOBOro mnpocrpancTBa. OgHAKO
JTAJIEKO HE BCE 3HAIOT, YTO IOJb30BaHWE MHOTMMHU BO3MOXKHOCTSIMU IIU(GPOBOTO Mupa TpedyeT
cOOIIIO/ICHHS TTPAB HAa UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTe/UIEKTyanbHass COOCTBEHHOCTh' OTHOCHTCA K  pPa3jMYHbIM  TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HAuMHAsl C HOBBIX M300pPETCHHIA U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIyrd, W 3aKaHyuBasg KHuramu, ¢ororpadpusiMu, KuHOpUIBMAMU U
MY3bIKaJIbHBIMU [IPOU3BEIEHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH,
JUTEpaTypbl U HCKYCCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAdyeCTBE TapaHTUU TOIO, YTO
MHTEJJICKTYaJIbHBIA/TBOPUECKHUIM TPy aBTOpa He OyAeT HampacHbIM, JaCT €My CIIpaBeJIUBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTb U NMPU3HAHHE.
Huxkro 0e3 pa3penienust aBTopa He MOKET BOCIIPOU3BOIUTH €0 IPOU3BE/IEHUE, PACTIPOCTPAHSITh,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIOPTHPOBATH, IYCKaTb B TMPOKAT, MYOJIUYHO
WCIIOJIHATH, MTOKA3bIBATH/UCIIONHATE B AdUpe WM pa3MeniaTh B IHTepHeTe.



HcnonszoBanue "mupaTckoro" MpOrpaMMHOrO OOECTeUeHUsT MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TIOTepU JIaHHBIX K TBOMM AaKKayHTaMm J0 OJIOKUPOBKH TBOETO YCTPOMCTBA, TJIE
yYCTaHOBJICHA HEJlerallbHas nporpamma. He ctout taxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTATbHBIE
u O6ecriaTHbIE TPOrpPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBu4oK.p( - TBOH TJIaBHBIA COBETYMK B CETHU. 37€Ch Thl MOXKEIIh Y3HATh O O€30MaCHOCTH B
CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHUHM KPUTUYECKON CHUTyalUU
00paTUThCA 32 COBETOM. A TaKXe MPUHATH YIaCTHE B KOHKYpPCax M CTaTh CaMbIM ITU(POBBIM
rpakJJaHUHOM !



